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Technology has transformed the way you do business for the better. However, you mi
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risk. The same goes for the security and protection of your staff in the event of an
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that adequate cybersecurity and physical security policies are in place.
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YOUR CYBERSECURITY CHECKLIST

Cybersecurity is defined as a system of technologies, processes and practices
designed to protect your computers, networks, computers, applications and
data from attack, damage or unauthorized access.

IDENTIFICATION PROCEDURES
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+ Do all your staff members all have Photo-1D Badges?

+ Do they wear them at all times when in your facility?

* Do you provide temporary |D Badges for visitors?

* Do you check the credentials of visitors?

« Is a policy in place for conducting background checks for employees and visitors?
« Can you cut off access to employees and visitors if necessary?
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PERSONAL & PHYSICAL SECURITY YE

« Do you have procedures in place to prevent unauthorized physical access to computers and
other electronic information systems?

+ Do you have solutions in place to prevent physical access to your secure areas,
such as door locks, access control systems, security officers, or video surveillance monitoring?

« Do you have security desks, and sign-in/sign-out logs for users accessing these areas?

+ Do you physically escort visitors out of secure areas?

« Can you ensure users always log out of their computers when leaving them?

« Are all computers set to automatically lock after 10 minutes if left idle?

« Can you remotely wipe computers and laptops that are lost or stolen?

« Are all modems in Auto-Answer OFF mode when not in use?

» Is there a policy in place to protect data during equipment repairs?

* Do you have security palicies in place for all of your computers, laptops, tablets and smartphones?

» Do you have emergency evacuation plans in place for employees?

+ Do all employees have emergency shelter-in-place kits for emergencies where they can't leave
your facility? (canned food and a can opener, bottled water, a blanket, prescription medicines, and
sanitary wipes, garbage bag with ties and toilet paper for personal sanitation)
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* Do key employees know how to seal off designated areas in your facility if necessary?
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YOUR CYBERSECURITY CHECKLIST

PASSWORD POLICIES YES NO

Do you adhere to the NIST Digital Guidelines?
Do only authorized personnel have password access to computer devices?

» Do you require users adopt secure password standards (NIST) and then enforce them?

HEEN
NN

« Are passwords updated every three months?

DATA PRIVACY POLICIES YES
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« Is your data is stored in a secure offsite facility?

« Is all confidential data encrypted?

+ Do you have procedures in place to identify and secure the location of confidential information
both in digital and hard copies?

+ Do you have procedures in place to identify and secure the location of personal private information?

+ Do you continually create retrievable backup and archival copies of critical information?

* Do you have procedures in place for shredding and securely disposing of paper documents?

+ Do you lock your shredding and recycling bins?

+ Do you have policies in place for secure disposal of electronic/computer equipment?

+ Do you have policies in place for secure disposal of electronic media such as thumb drives, tapes,
CDs and DVDs, etc.?

+ Do you have procedures in place to regularly assess IT compliance with required regulations?
(HIPAA, PCl, FINRA, etc.)

+ Do you conduct regular reviews of users with physical access to protected facilities or electronic
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access to information technology systems?

BUSINESS CONTINUITY & DISASTER RECOVERY YE
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+ Do you have an up-to-date business continuity and disaster recovery plan in place?

« Can you create retrievable backups of critical data?

« Are your backups stored offline in a secure cloud?

+ Do you have an up-to-date crisis communications plan?

» Does your crisis communication plan identify who should be contacted, how to contact them,
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contact information, and who initiates the contacting? (e.g., a phone tree)
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YOUR CYBERSECURITY CHECKLIST

BUSINESS CONTINUITY & DISASTER RECOVERY YES NO

+ Do you have a PR representative who will communicate to the press/community in an emergency? |:| |:|
+ Does your crisis communications plan detail how employees can contact their family members? D D

* Do you regularly test your business continuity, disaster and crisis communications plans?

CYBERSECURITY TRAINING YE
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+ Do you provide staff training from an IT expert on cybersecurity?

+ Do you provide this training on a regular basis?

+ Does your staff know how to recognize phishing attempts in emails?

« Are your employees being taught about using secure passwords?

« Are your employees trained to identify and protect classified data, as well as hard-copies of documents

and removable media?

Is your staff trained on secure management of credit card data (PCl standards) and personal
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private information?

COMPLIANCE REVIEW YE

7
z
o

+ Do you regularly review and update your cybersecurity requirements, strategies, plans and practices?
+ Do you conduct regular audits of your security requirements, strategies, plans and practices?
+ Are you testing your backup and disaster recovery plans regularly?
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+ Do you conduct regular reviews of who in your organization has access to sensitive information and data?

For each question where you answered “No,” you should implement activities to correct the deficits or
vulnerabilities to the security of your data, facility or personnel. Unless you take action the ability for
your business to thrive/survive will be negatively impacted. Be sure to also follow up and reassess by
completing this survey again in six months’ time. After that, we advise that you do so on an annual basis.
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YOUR CYBERSECURITY CHECKLIST

CYBERSECURITY THREAT/RISK ASSESSMENT

A Cybersecurity Threat is a person or a thing that accidentally triggers or intentionally exploits a
vulnerability or weakness within your organization. A number of threats may be present within your
network or operating environment. Threats can be from natural and environmental elements and well as
from people.

Natural Threats: Human Threats:
» Storm/Flood Damage « Computer Abuse
* Fire « Terrorism
* Lightning Strikes * Sabotage
* Hurricanes/Tornados * Vandalism
* Fraud
Environmental Threats: « Errors/Negligence
* Power Outages « Falsified Data
* Chemical Spills * Unauthorized Access
* Pollution * System Tampering

CALCULATE YOUR RISK

“Risk is a combination of the likelihood of an occurrence of a hazardous event or exposure(s) and the
severity of injury or ill health that can be caused by the event or exposure(s)." (OHSAS 18001:2017) Risk is a
part of your business environment. Unless you can keep it in check, it can grow. Losses can be avoided by
assessing the potential for these threats and vulnerabilities, you can determine the potential risks your
organization faces.

Risk = Impact x Likelihood
Use this numeric rating scale to determine your potential risk.
Impact (0-6) Likelihood (0-5)

When assessing the impact, consider the value of the assets that are at risk, what it will cost to replace
them, and their importance. The things that effect likelihood include: threat capability, frequency of
occurrence, and the effectiveness of the countermeasures available to you.
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never-ending task that should be managed by expert IT professionals. For

more information, contact Technology Visionaries LLC at (732) 587- 5960 or
iInfo@technologyvisionaries.com Our team has the knowledge and skill to handle

this for you.
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